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Types of security

Protect against outside attack or snooping
— Use of open WiFi networks

Protect you from consequences of doing
something stupid

— Be careful where you click!

— Viruses, malicious programs and other malware
Passwords

Storing data safely — local or in cloud

Snhooping
or
outside attack
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MARBULIES
SRR,

Doing
something
stupid
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HACKERS;\ |

Michael’s Security Add-ons

« EFF’s HTTPS Everywhere
(Chrome/Firefox)

— https://www.eff.org/https-everywhere
« EFF’s Privacy Badger (Chrome/Firefox)
— https://www.eff.org/privacybadger
 For Firefox only:
— Flashblock, http://flashblock.mozdev.org/
— Noscript, https://noscript.net/
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Michael’s Security Add-ons

HTTPS://

a EVERYWHERE

You installed what?!

MALWARE I

Dan't f attachimants orF Click links in
Emalks Trom unlonosm oF Unirasted semnders.

Hewver Insiall dublous software and kesp your
malware prevention up to date,
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“WWELL, | TOLD YOU NOT TO
OPEN THAT ATTACHMENT!/"
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Passwords
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Fi ﬁ: of the pastweord for
e wﬁiere 1 feep all my

paffwar:i’m
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" THEY WERE WAT AHEAD OF US IN PASSWORDS."
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Ooooonoooobooooo

~28 BITS OF ENTROPY

WAS IT TROMBONE? NG

0
UNCOMMON ORDER gogoooog TROUBADOR, AND ONE OF
(Ngﬂgégimﬁf‘l) UNKNOWN com 21| ™E Os wAs A zero?
10 oo ; .
PN S .. . ””;5‘ L; AND THERE WAS
= 3 DAYS AT SOME SYMBOL... >
Tr@U b4d0l"' &3 1000 GUESSES/sEC
o R S i
og Suss;nmru\ts w‘fﬁ” L | | ===
‘mm“m"m;;w PLNCRMON DIFFICOLTY T0 GUESS: D”:FICULTY To REMEMBER:
e EASY HARD
~ 44 BITS OF ENTROPY
Ooooooooonooo
oooogooooono
Cor'r:e_cltd horse baﬁe.y Staple ooooooponoc
H!:_]!-EI.I[E'I‘ E%gg!—{j ESESE 1 __|_FI__[:."3 oOonoooooooo
- . f' ' [J 2™= 550 YEARS AT
\ & / 1000 GUESSES/sEC
COMMON WORDS DIFFCOLTY To GUESS: DIFH%N.UT:E To REMEMBER:
HP‘RD MEMORIZED |T

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PRSSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS Tb GUESS.

Diceware
http://world.std.com/~reinhold/diceware.html
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Storing
data safely
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TRUST ME. oUR
SECURITY 15 50
GoOoD EVEN You WoN'T BE
ABLE To ACCESS YOouR
owN DATA!

=27

Maybe it's time we Introduced
a mare formal backup strategy
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Drive encryption

 Bit Locker —

* TrueCrypt
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